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FORTIANALYZER VIRTUAL APPLIANCES FAZ-VM-BASE FAZ-VM-GB1 FAZ-VM-GB5 FAZ-VM-GB25 FAZ-VM-GB100 FAZ-VM-GB500 FAZ-VM-GB2000
Capacity and Performance
GB/Day of Logs Tincl. +1 +5 +25 +100 +500 +2,000
Storage Capacity 500 GB +500 GB +3TB +10TB +24TB +48TB +100TB
Devices/VDOMs (Maximum) 10,000 10,000 10,000 10,000 10,000 10,000 10,000
FortiGuard Indicator of Compromise (I0C) Q Q Q Q Q Q Q
Hypervisor Requirements
Hypervisor Support VMware ESX/ESXi 5.0/5.1/6.5/6.0/6.5/6.7, Microsoft Hyper-V 2008 R2/2012/2012 R2/2016, Citrix XenServer 6.0+ and Open Source Xen 4.1+,
KVM on Redhat 6.5+ and Ubuntu 17.04, Nutanix AHV (AOS 5.10.5), Amazon Web Services (AWS), Microsoft Azure, Google Cloud (GCP), Oracle Cloud
Infrastructure (OCI), Alibaba Cloud (AliCloud)
Network Interface Support (Minimum / Maximum) 1/4
VCPUs (Minimum / Maximum) 2 / Unlimited
Memory Support (Minimum / Maximum) 4 GB / Unlimited

* Unlimited GB/Day when deployed in collector mode
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FORTIANALYZER 200F FORTIANALYZER 300F
Capacity and Performance
GB/Day of Logs 100 150 200
Analytic Sustained Rate (logs/sec)* 3000 4500 6,000
Collector Sustained Rate (logs/sec)* 4500 6,750 9,000
Devices/VDOMs (Maximum) 150 180 200
Max Number of Days Analytics** 40 28 30
Options Supported
FortiGuard Indicator of Compromise (I0C) Q Q Q
Hardware Specifications
Form Factor 1 RU Rackmount 1 RU Rackmount 1 RU Rackmount
Total Interfaces 2 x RJ45 GE 2 x RJ45 CGE, 2 x SFP 4% GE
Storage Capacity 4TB(1x47B) 8TB(2x4TB) 12TB (4 x3TB)
Usable Storage (After RAID) 478 47TB 678
Removable Hard Drives No No (V]
RAID Levels Supported /A RAD 0/1 RAD 0/1/5/10
RAID Type N/A Software Software
Default RAID Level N/A 1 10
Redundant Hot Swap Power Supplies No No No

Dimensions
Height x Width x Length (inches)

1.75x17.0x15.0

1.75x17.0x15.0

1.7x17.2x19.8

Height x Width x Length (cm)

4.4x432x38.1

4.4x432x38.0

4.3x43.7x50.3

Weight 17.11bs (7.8 kg) 18.9 Ibs (8.6 kg) 311bs (14.1 kg)
Environment

AC Power Supply 100-240V AC, 6050 Hz 100-240V AC, 60-50 Hz 100-240V AC, 60-50 Hz
Power Consumption (Average / Maximum) 49W / 114W 65W / 130W 93W /133W

Heat Dissipation 390 BTU/ 445 BTU/M 456 BTUM
Operating Temperature 32-104° F (0-40° C) 32-104° F (0-40° C) 41-95°F (5-35°C)
Storage Temperature 95-158° F (-35-70° C) 95-158° F (-35-70° C) -40-140°F (-40-60°C)
Humidity 20 to 90% non-condensing 20 to 90% non-condensing 8- 90% non-condensing
Operating Altitude Upto 7,400 ft (2,250 m) Up to 7,400 ft (2,250 m) Upt0 9,842 ft (3,000 m)
Compliance

Safety Certifications FCC Part 15 Class A, C-Tick, VCCI, CE, UL/ FCC Part 15 Class A, C-Tick, VCCI, FOG Part 15 Class A, C-Tick, VGO, GE, UL/UL, CB

cUL, CB

CE, UL/eUL, CB

* Sustained Rate - maximum constant log message rate that the FAZ platform can maintain for minimum 48 hours without SQL database and system performance degradation.

*is the max number of days if receiving logs continuously at the sustained analytics log rate. This number can increase if the average log rate is lower.
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Capacity and Performance

FORTIANALYZER 800F

FORTIANALYZER 1000E

FORTIANALYZER 2000E

GB/Day of Logs 300 600 1,000
Analytic Sustained Rate (logs/sec)* 8,250 18,000 30,000
Collector Sustained Rate (logs/sec)* 12,000 27,000 45,000
Devices/VDOMSs (Maximum) 800 2,000 2,000

Max Number of Days Analytics** 30 30 30

Options Supported

FortiGuard Indicator of Compromise (I0C) Q Q Q
Hardware Specifications

Form Factor 1 RU Rackmount 2 RU Rackmount 2 RU Rackmount
Total Interfaces 4xGE, 2 x SFP 2 xGE 4 x GE, 2 x SFP+
Storage Capacity 16 TB (4 x4TB) 24TB (8x3TB) 36TB(12x3TB)
Usable Storage (After RAID) 818 18718 30TB
Removable Hard Drives Q Q Q

RAID Levels Supported RAID 0/1/5/10 RAID 0/1/5/6/10/50/60 RAID 0/1/5/6/10/50/60
RAID Type Hardware / Hot Swappable Hardware / Hot Swappable Hardware / Hot Swappable
Default RAID Level 10 50 50
Redundant Hot Swap Power Supplies No (V] (V]
Dimensions

Height x Width x Length (inches) 1.75x17.44x 2216 3.5x17.2x252 3.5x17.2x25.6
Height x Width x Length (cm) 4.4x44.3x56.3 8.9x43.7x684 8.9x43.7x64.8
Weight 28.6 Ibs (13.0 kg) 52 Ibs (23.6 kg) 58 Ibs (26.3 kg)
Environment

AC Power Supply 100-240V AC, 60-50 Hz 100-240V AC, 60-50 Hz 100-240V AC, 60-50 Hz
Power Consumption (Average / Maximum) 108w/ 186W 192.5W /7 275W 293.8W / 354W
Heat Dissipation 634 BTU/N 920 BTUM 1840 BTUM

Operating Temperature 32-104° F (0-40° C) 41-95°F (5-35°C) 50-95°F (10-35°C)

Storage Temperature 95-158° F (-35-70° C) -40-140°F (-40-60°C) -40-158°F (-40-70°C)

Humidity 20 to 90% non-condensing 8-90% non-condensing 8-90% non-condensing

Operating Altitude Up 10 7,400 ft (2,250 m) Upto 7,400 ft (2,250 m) Up 10 7,400 ft (2,250 m)
Compliance

Safety Certfications FCC Part 15 Cass A, C-Tick VCCI, CE, UL/ FCC Pt 15 Class A C-TKk, VOO ¢y o 45 0igss 4, €Tk, VCG, G, UL/eLL, CB

cuL, CB

CE, UL/eUL, CB

* Sustained Rate - maximum constant log message rate that the FAZ platform can maintain for minimum 48 hours without SQL database and system performance degradation.

s the max number of days if receiving logs continuously at the sustained analytics log rate. This number can increase if the average log rate is lower.
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FORTIANALYZER 3000F FORTIANALYZER 3700F
Capacity and Performance
GB/Day of Logs 3,000 8,300
Analytic Sustained Rate (logs/sec)* 42,000 100,000
Collector Sustained Rate (logs/sec)* 60,000 150,000
Devices/VDOMs (Maximum) 4,000 10,000
Max Number of Days Analytics** 30 60
Options Supported
FortiGuard Indicator of Compromise (I0C) Q Q
Hardware Specifications
Form Factor 3 RU Rackmount 4 RU Rackmount

Total Interfaces

4 x GE, 2 x SFP+

2 x SFP+, 2 x 1GE

Storage Capacity 48TB (16 x 3TB — 48 TB max) 2407TB (60 x 4 TB SAS HDDs)

Usable Storage (After RAID) 4218 216 TB

Removable Hard Drives Q Q

RAID Levels Supported RAID 0/1/5/6/10/50/60 RAID 0/1/5/6/10/50/60

RAID Type Hardware / Hot Swappable Hardware / Hot Swappable

Default RAID Level 50 50

Redundant Hot Swap Power Supplies V) Q"

Dimensions

Height x Width x Length (inches) 52x17.2x255 7x17.2x30.2

Height x Width x Length (cm) 13.2x43.7 x64.8 17.8x43.7x76.7

Weight 76 Ibs (34.5kg) 118 Ibs (53.5Kg)

Environment

AC Power Supply 100-240V AC, 50-60 Hz, 11.5 Amp 100-240V AC, 60-50 Hz
Maximum

Power Consumption (Average / Maximum) 449 W/ 541W  for 12 HDD 850 W/ 1423.4W

Heat Dissipation 1846.5 BTUM 4858 BTU/H

Operating Temperature 50-95°F (10-35°C) 50-95°F (10-35°C)

Storage Temperature -40-158°F (-40-70°C) -40-158°F (-40-70°C)

Humidity 8-90% non-condensing 8% to 90% (non-condensing)

Operating Altitude Upto 7,400 ft (2,250 m) Up to 7,000 ft (2133 m)

Compliance

Safety Certfications FOCPart 15 Glass A, G Tk, VEC, CE, UL/ FOC Part 15 Class A, C-Tick, VCO), G, UL/GUL, CB

cUL, CB

* Sustained Rate - maximum constant log message rate that the FAZ platform can maintain for minimum 48 hours without SQL database and system performance degradation.

** s the max number of days if receiving logs continuously at the sustained analytics log rate. This number can increase if the average log rate is lower.

** 3700F must connect to a 200V - 240V power source.
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Product SKU Description
FortiAnalyzer 200F FAZ-200F Centralized log and analysis appliance — 2 x RJ45 GE, 4 TB storage, up to 100 GB/day of logs.
FortiAnalyzer 300F FAZ-300F Centralized log and analysis appliance — 2 x RJ45 GE, 8 TB storage, up to 150 GB/day of logs.
FortiAnalyzer 400E FAZ-400E Centralized log and analysis appliance — 4 x GE RJ45, 12 TB storage, up to 200 GB/day of logs.
FortiAnalyzer 800F FAZ-800F Centralized log and analysis appliance — 4 x GE, 2x SFP, 16 TB storage, up to 300 GB/day of logs.
FortiAnalyzer 1000E FAZ-1000E Centralized log and analysis appliance — 2 x GE RJ45, 24 TB storage, dual power supplies, up to 650 GB/day of logs.
FortiAnalyzer 2000E FAZ-2000E Centralized log and analysis appliance — 4 x GE RJ45, 2 x SFP+, 36 TB storage, dual power supplies, up to 1,000 GB/
day of logs.
FortiAnalyzer 3000F FAZ-3000F Centralized log and analysis appliance — 4 x GE RJ45, 2 x SFP+, 48 TB storage, dual power supplies, up to 3,000 GB/
day of logs.
FortiAnalyzer 3700F FAZ-3700F Centralized log and analysis appliance — 2 x SFP+, 2 x 1GE slots, 240 TB storage, up to 8,300 GB/day of logs.
FortiAnalyzer-VM FAZ-VM-BASE Base license for stackable FortiAnalyzer-VM; 1 GB/Day of Logs and 500 GB storage capacity. Unlimited GB/Day when
used in collector mode only. Designed for all supported platforms.
FAZ-VM-GB1 Upgrade license for adding 1 GB/Day of Logs and 500 GB storage capacity.
FAZ-VM-GB5 Upgrade license for adding 5 GB/day of logs and 3 TB storage capacity.
FAZ-VM-GB25 Upgrade license for adding 25 GB/day of logs and 10 TB storage capacity.
FAZ-VM-GB100 Upgrade license for adding 100 GB/day of logs and 24 TB storage capacity.
FAZ-VM-GB500 Upgrade license for adding 500 GB/day of logs and 48 TB storage capacity.

FAZ-VM-GB2000

Upgrade license for adding 2 TB/Day of Logs and 100 TB storage capacity.

FortiAnalyzer AWS On-Demand

https://aws.amazon.com/marketplace/pp/BOTNSK7210/ref=portal_asin_url

FortiAnalyzer Azure On-Demand

https://azuremarketplace. microsoft.com/en-us/marketplace/apps/fortinet fortianalyzer

FortiAnalyzer - Backup to Cloud Service

FC-10-FAZ00-286-02-DD

One year subscription to FortiAnalyzer storage connector service for 10TB data transfer to public cloud.

FortiGuard Indicator of Compromise (I0C) Subscription

FC-10-[Model code] -149-02-DD

1 Year Subscription license for the FortiGuard Indicator of Compromise (I0C).
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